Enrolling an iOS Personal Device for access to Hostos
Email/Calendar/Contacts

1. Inthe App Store, search for “Intelligent Hub”, download, and install the
VMware Workspace One Intelligent Hub app.

Intelligent Hub |'1‘,
AirWatch, LLC >

ok k kit (52)

P

iPad

¥ Location

Q. Advanced




2. When you open the Intelligent Hub app, you will be presented with the
following screen to initiate the enrollment. Enter your Hostos email
address and press “Next” to continue.

iPad & 10:04 AM 2% 4

)

jdoe@hostos.cuny.edu

&5 QR Code



3. Inthe following screen, enter your Hostos account username and
password and press “Next” to continue the enrollment process.
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4. In the following screen, you will be prompted to continue with the
installation of “Workspace Services.” Press “Next” to continue.
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Workspace Services

This is required before the app can be
installed. You automatically receive:

Direct installation of all corporate
resources.

Secured corporate network
access.

Synchronized apps and content
on all of your devices.
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N - An enhanced app experience that
will make you more productive.

q



5. In the next series of windows, you will receive prompts for necessary
steps to continue with the enrollment process:
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This website is trying to open Settings to show you
a configuration profile. Do you want to allow this?

Ignore  Allow

a) Press allow on the prompt.



b) The next step will install Workspace Services. Press “Install.”

Cancel Install Profile Install

Workspace Services
Workspace

Signed by *hostos.cuny.edu
Verified v/

Description Workspace profile to separate work and personal data and activate
access to work applications and services on your device.

Contains Device Enrollment Challenge

More Details




c) If you have a device passcode already enabled, you will need to enter it
when prompted.

Enter Passcode Cancel

Enter your passcode
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d) Press on “Install” through the remaining “Install Profile” prompts:

Install Profile

Cancel Install




Cancel Warning Install

MOBILE DEVICE MANAGEMENT

Installing this profile will allow the administrator at “https://
mdm.hostos.cuny.edu/DeviceServices/AppleMDM/Processor.aspx”
to remotely manage your iPad.

The administrator may collect personal data, add/remove accounts
and restrictions, and list, install and manage apps on your iPad.



e) Press “Trust” in the Remote Management Popup.

Remote Management

Do you trust this profile’s source to
enroll your iPad into remote
management?

Cancel




Press “Done” on the following screen to complete this part of the process.

Profile Installed Done

Workspace Services

Signed by *hostos.cuny.edu
Verified v/

Description Workspace profile to separate work and personal data and activate
access to work applications and services on your device.

Contains Mobile Device Management
Certificate

More Details



6. After the profile is installed, you will see the following screen; press
“Open” which will redirect you to the Intelligent Hub app.
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Open this page in “Hub"?

Cancel Open




a) Press “Done” on the following screen:
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Your IT department will provide you access to a wide
variety of company resources and apps and notify you if
further action is required.

Done

b) Allow Notifications when prompted:

“Hub” Would Like to Send
You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Don’t Allow Allow
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7. Review and accept the informational prompts regarding privacy.
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Privacy

Your privacy matters.

VMware Workspace ONE collects information to provide secure access to your work data and applications. Below
you will find an overview of data collected by Workspace ONE and Hub to provide optimal performance, security and
support. For information about how your company handles information collected by Workspace ONE, please contact

your company.

Contact your company's IT administrator if you want to find out how to un-enroll your device and discontinue access
to this app.

Data collected by Hub

Tap here for an overview of the data that this app may collect about device hardware, diagnestics and user
information to function properly, and to secure company data stored on this device. Your company has access
to this data and some data collected may be visible to your IT administrator.

Hub permissions
Tap here for an overview for the device permissions that this app will require to function properly. These

permissions can be changed at any time within your device settings but may impact app functionality.

Your company's privacy policy

Contact your IT administrator for information about how your company handles information collected by this app.

l understand
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Data sharing

help/privacy.htm|

| agree

Not now



8. Once the process is complete, you will see an “Account” screen in the
Intelligent Hub App. At this point, the initial enrollment process is
complete.
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Account

JDOE

Directory Account
Updated Today, 10:09 AM

This Device

Support

About



9. The next step is the final configuration for VMware Boxer to get access to
your Hostos Email, Calendar and Contacts.

a) The VMware Boxer app is automatically pushed to your device upon
completion of the Intelligent Hub enrollment. Press “Install” to have
the VMWare Boxer app installed on your device:

App Installation

Hostos Community College is about to
install and manage the app “Boxer”
from the App Store.

Your iTunes account will not be
charged for this app.

Cancel Install

10. Open the Boxer app.




a) Accept the Privacy notices:
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Privacy

Your privacy matters.

VMware Workspace ONE collects information to provide secure access to your work data and applications. Below

you will find an overview of data collected by Workspace ONE and Boxer to provide optimal performance, security

and support. For information about how your company handles information collected by Workspace ONE, please
contact your company.

Contact your company’s IT administrator if you want to find out how to un-enroll your device and discontinue access
to this app.

Data collected by Boxer

Tap here for an overview of the data that this app may collect about device hardware, diagnostics and user
information to function properly, and to secure company data stored on this device. Your company has access
to this data and some data collected may be visible to your IT administrator.

Boxer permissions

Tap here for an overview for the device permissions that this app will require to function properly. These
permissions can be changed at any time within your device settings but may impact app functionality.

Your company's privacy policy

Contact your IT administrator for information about how your company handles information collected by this app.

| understand
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Data sharing

Want an even better app experience?
Help us improve and develop new app features and functionality that will make you even more productive.
We would like to collect information about your usage of our app to better understand how users interact with our apps and how we can
improve the app experience. We analyze this usage data in the aggregate and not in any way that identifies you. If you change your
mind, you can change this setting at any time.

For information about how VMware handles your usage data if you elect to share this data with VMware, visit hitps://www.vmware.com/
help/privacy.html.

| agree

Not now



b) Enter your Hostos account password and press “Get started” to
continue:
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Welcome to a better inbox,

JDOE@hostos.cuny.edu
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Get started



c) Accept the prompts for:

i. “Boxer would like to Send you Notifications”
ii. “Boxer would like to Access your Calendar”
iii. “Boxer would like to Access your Contacts”

(Note, for an iOS phone you will may see additional prompts, accept these
as well. Not allowing these may result in undesired behavior)

11. VMware Boxer has been configured and your device is now finished
being set up for secure access to your Hostos email, calendar and
contacts.
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Un-enrolling your Device

1. Should you choose to remove VMware Boxer and the Intelligent Hub
configuration you may do so by opening the Intelligent Hub app and
pressing “This Device”
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Account

JDOE

Directory Account
Updated Today, 10:09 AM

This Device

Support

About
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2. Press “Enrollment
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< Account This Device

ITSuper500’s iPad

® Device Enrolled

® Compliant

® Connectivity Normal
Enrollment
Compliance

Network

Messages

Sync Device

Syncing sends latest device information and receives latest updates from IT administrator.



3. Press “Un-Enroll device” and confirm the un-enroll. Once complete,
uninstall the Intelligent Hub app from your device.
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£ This Device Enroliment

Mode
Server
Group ID

Username

Unenroll Device



